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The only time a Tata Indicom Phone won’t be accessible.

Please switch off your mobile phones during the presentation. 



FRAUD Reference Data Sources



Identifying FRAUD

• Transaction Records Analysis (e.g. CDR)
• Discount Components
• Demo Plans
• Hyper‐Linking Process of Analysis
• Referencing against submitted Documents
• Call Out Verification• Call‐Out Verification
• On‐site/Off‐site Investigation
• Regular Account level Bill Checks.
• Fraud Forums/Partner CollaborationsFraud Forums/Partner Collaborations
• Customer Complaints Analysis and Investigation
• Whistle Blowers



FRAUD Indicators

• Revenue Behavior
• Transaction VolumeTransaction Volume
• Location
• Billing
• Services acquired
• Configuration Errors
• Suppressed CDRs / Billing• Suppressed CDRs / Billing
• Erroneous Data Records
• Switch Overloadingg
• Equipment/System Outages



FRAUD Detection Tools & Techniques

• Real‐Time Monitoring Tools

• Manual Profiling by Teamg y

• Testing and Simulation

• Filtering and Normalization Techniques

• Segmentation Techniques• Segmentation Techniques

• Scoring Techniques

• Bashing and Trending Techniques

• Case Correlations

• Post Validation Methods

• Use of Alerts/Alarms and self triggered

• Notifications/escalations



Fraud MitigationFraud Mitigation

No Business, No Risks.



No Business, No Risks.

• Ironically, Every Business success is the cause 
f i kof risk

• More success, more money, more fraud

• Easiest way to reduce fraud is to reduce 
business

• Don’t laugh. This is what most FC and HR 
people do, unintentionallypeople do, unintentionally



Fraud Categories

Four Categories of Fraud :
• Operational Fraud

• Compliance FraudCompliance Fraud

• Financial Fraud

St t i F d• Strategic Fraud



Levels of Impact (Fraud)

Likelihood Impact Financial
Impact

5. Very high Very Serious >100K

4 High Serious 51K 100K4. High Serious 51K-100K

3. Medium Moderate 25K-50K

2. Low Minor 6K-25K

1. Very Low Insignificant 0-5K



Fraud Root Causes

• Policy problem

• People problem

• Unavoidable problemp





Fraud in Revenue Cycle of Fraud in Revenue Cycle of TelecosTelecos



Sales and Marketing FraudsSales and Marketing Frauds



Network Operation FraudsNetwork Operation Frauds



Billing Operation FraudsBilling Operation Frauds



Credit and Collection FraudsCredit and Collection Frauds





Scenario 1Scenario 1
Procurement of Diesel for DG Sets at tower sitesProcurement of Diesel for DG Sets at tower sitesProcurement of Diesel for DG Sets at tower sitesProcurement of Diesel for DG Sets at tower sites



Scenario 2 Scenario 2 ‐‐ Kickbacks to employeesKickbacks to employees





Fraud Mitigation Strategies

Mitigation

IdentifiedStructure
Resources

Identified 
Fraud 
Risks

Structure

Culture
Leadership

Person



Alignment: Framework

• Org Structure
• Job DesignStructure • Job Design
• Policies & procedures
• Governance Internal ControlsGovernance, Internal Controls
• Management Systems, SOPs
• Central
• Special Task Force
• Internal Audit, Surprise Audit, 
Regular Audit (Surveillance)

• Levels of Authority



Alignment: Framework

• Tools

• IT Systems

• Rules detection

Resources

• Whistle Blower

• Profiling/Assessment Tools• Profiling/Assessment Tools

• Budget for Investigation, Litigation



Strategy: Framework

• Involuntary Role Modeling

• Personal accountability and 
Commitment 

Leadership

• Watch out: Current people 
promoted to Key Positionsp y

• Promotional criteria



Alignment: Framework

• New Employee Background checks
• Willingness to Punish• Willingness to Punish
• Root Cause Analysis (Mager & Pipe)
• Rotation

Person

• Rotation
• Fraud Detection & Analysis Competency
• High Risk JobsHigh Risk Jobs
• IT breaches through Frontline



The Four Desperates

1 D t 2 D t1. Desperate 
Competition

2. Desperate 
ConsumerCompetition Co su e

3. Desperate 
A hi

4. Desperate 
ChangesAchievers Changes



Possible General Root Causes for Fraud

1. "Everyone does it."

2 " ll "2. "It was small potatoes."

3. "They had it coming." – the revenge syndrome

4. "I had it coming." – the equity syndrome



GENERAL STRATEGIES AND POLICIES

• Classification of Behaviors
– Disrespectful Workplace Behavior

– Progressive Discipline

– Zero Tolerance
• Recruitment and Selection
• Exit
• Employee Assistance ProgramEmployee Assistance Program
• Anonymous Hotline
• Communication and Feedback
• Training and Education
• Formal Complaint and Grievance 



GENERAL STRATEGIES AND POLICIES

• Leadership
– 1 Leaders act as role models whether consciously1. Leaders act as role models whether consciously 
or unconsciously

– 2. Leaders determine the working environment



SPECIFIC STRATEGIES AND POLICIES

• Theft and Fraud – Root Causes
Profile: 68 6% no prior criminal record Aged 26– Profile: 68.6%  ‐ no prior criminal record, Aged 26‐
40 years old, Annual income between RM15k‐
RM30k, 2‐5 yrs of serviceRM30k, 2 5 yrs of service

– Struggling financially or large purchases 
• difficult time in their lives

• gets out of hand

– Merger and acquisition or reorganization activity. g q g y
• ‘I don’t have a career here’ attitude. 



SPECIFIC STRATEGIES AND POLICIES

• Theft and Fraud ‐ Prevention
Background checks– Background checks

– Duties segregated

A h tli– Anonymous hotline 

– Communicate successes

k bi i h di d– Make a big noise when discovered

– Video surveillance equipment 



SPECIFIC STRATEGIES AND POLICIES

• Violation of confidentiality or security of 
company information – Preventioncompany information – Prevention
– Security Policies

Ownership of Intellectual Property– Ownership of Intellectual Property



Employee related Red flagsEmployee related Red flags



Qualities of an Effective FRAUD Analyst

• Unquestionable Integrity

• Highly Analytical• Highly Analytical

• Trainable and Knowledgeable

• Highly Motivated/Self‐StarterHighly Motivated/Self Starter

• Creative and Exploratory

• Flexible, Open to Diversity and Changes

• Systematic and Organized



Summary
• No “Hard and Fast” Rule
• Highly Analyst Dependent

C b F ll A d• Cannot be Fully‐Automated
• Keep volume within Minimum levels
• Maximize all Data Sources
• Maintain Updated Reference Tables and
• Back‐Up Records
• Detection is BEST esp if done REAL TIME• Detection is BEST esp. if done REAL‐TIME
• Capitalize on Past Detections and
• Historical Records
• Careful and maintain Confidentiality

Anticipate  their  moves –Anticipate  their  moves –
“Think  like  a  FRAUDSTER”



THANK YOUTHANK YOU


