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Internal Fraud Mitigating
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Preamble: Guiding principles

Legal Compliance

Integrity of key Strategy
employees

Cost Control
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External aspects of internal fraud

COST REVENUE
Contractors Telecom
Operator
Collusive: Employees
= Conflict of interest
= Kickbacks

= Facilitation payments
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Organizational Architecture for Fraud Mitigation
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Strategy

Team building

In depth Investigations

Financial

Formal: Compliance Hotline, Emails
Informal: Sources

Multi-disciplinary, skilled - experienced - trained

Data Analytics, Disc imaging, Search technology, field
equipments

Standard of report, nature of evidence, principles of
natural justice and other legal considerations

Consistent and strong action, Dissemination of the
findings, and effective deterrence

Payment reviews, Financial recovery

Management buy in, fraud control as cost control,
partnerships with Quality and Acceptance testing
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Skill sets- team building

Pure investigative skills - analysis of issues, appreciation of evidence,
Investigative legal implications
Analytical skills
Telecom engineers with analytical aptitude
Technical In-depth understanding of operational issues in Projects, O & M, I&FR
In-depth understanding of contracts and Rate lists
Commercial Ability to calculate Bills of all types and understanding of Financial data
Forensic Data Analytics
Technology Processing, transfer and storage of large volume of data
Search technology
. Developing sources
Intelligence _ _ ) _
Gathering credible intelligence
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Technology- Data Processing

Comparative
Reviews Identify the common fields

= Billing data vs MIS

= Billing data vs GIS _

= Billing data vs eCRM

= Billing data vs NOC _

v’ Scalability
v Flexibility

v’ Ease of operation
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Technology - Disk imaging & Search
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Approach of review - Payment Irregularities
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Going beyond traditional evidence

NOC

GIS/ABD

No of fiber cuts

Date and time

Fibers affected

Resolution details

Description of NE
Details of OSP work
Date and time

Route details

= Daily reports of jointers

= MIS

Consumption Reports

Department trackers

eCRM

Complaint/request
Faults/resolution

Names and IDs

Time stamp

= Daily Patrolling Reports
= Daily Splicing Reports

= Building RFS reports

= \Warehouse records
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Strategy for transactional analysis

Comparative
review

Discrepancies

Whether explanation from user
department is available

No

Yes

Validation with

independent data source

|

No

|

Yes

16

Potential fraudulent transaction

Whether explanation matches with data

Accept and close it
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Fraud Data Analytics
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Extrapolation
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Field checks as investigative procedure

Readings Specifications
= Length = Type of wiring
» Depth = Cable pairage
» Breadth

Type of material

= Joint location
— » Type of surface

Rate list
Categories & Thresholds
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Field checks as investigative procedure

Trenching
Depth Width
1.5m
0.4 m 0.3 m
1m
0.6 m
0.3 m
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Surface

Normal
Soft rock

Hard rock
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Field checks as investigative procedure

Diameter

No of pits

First/second bore
in the same pit

Planning

Moling

HDD

Length No of ducts

Upto 3

4-5

6-8

ORIGINAL ROUTE SURVEY
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Critical challenges

Understanding the business and nature of work
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Breaking through the web of explanations and justifications

Time limits for field checks
Field measurements

No of field checks and sample selection

Availability of data in soft copy format

Data processing capability
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Organizational Architecture for Fraud Mitigation
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Alignment

Internal Audit

Acceptance
Fraud Control testing

Online Audit

AN
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Compliance culture

Alcatel-Lucent Network Management Services Ltd- Proprietary

25

Alcatel-Lucent @




Compliance culture
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